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At home At school On the roadAround town

Sometimes referred to as public or community access

At work

Our Focus

Non-focus Untrusted, often unknown users

• Universities

• Community 
colleges

• K-12 Schools

• Public libraries

• Internet Cafes

• Rural kiosks

• Community centers

• Airports

• Hotels

• Business 
Conferences
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• K-12 schools

• Colleges and universities

• Libraries

• Community technology centers

• Internet and gaming cafes

• Owners of Internet kiosks

Organizations

Depending on the size of the org.:

• Technology Coordinators

• Teachers and Librarians

• Volunteers

• IT Managers

• Network or System Engineers

People / Roles

• “Enterprise” customers, employee 
computers, servers

• Consumers looking for parental 
controls

• Special purpose kiosks

Not Ideal

• Workgroup or standalone computers

• All tools

• Domain-joined computers

• Some tools

Environments
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Protected Windows C: Partition    (NTFS)

�		�#���	��� ��������������� � ����		�#���	��� ��������������� � ���
French

Students
Kindergarten

Students
Comp. Sci.
Students

• Restrictions

• French MUI
• Restrictions

• No Internet

• Kids games

• Some
restrictions

• VS.NET

Ms. Safety
(Teacher)

• No restrictions

• Report cards

Local User Profiles

“Real” C: Partition      (NTFS)

Protection Partition (was unallocated disk space)
D: Partition  (NTFS)

Legend

OS and Applications

Locked user profile

Untrusted user

Trusted user

A defense-in-depth approach to software security:
Trustworthy computer + restricted profiles + locked profiles + protected OS 
partition + critical updates + Windows Firewall

SavedSaved
nightlynightly

Everything
else

Critical/AV/Spy
Updates
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BIOSBIOS
SecuritySecurity

Physical NetworkPhysical Network
Access SecurityAccess Security

* Basic* Basic
SiteSite

FilteringFiltering

Internet

* Third* Third--party siteparty site
and content filtering and content filtering 

servicesservices

Wireless network Wireless network 
segmentationsegmentation

Network FirewallNetwork Firewall

A defense-in-depth approach to computer security:
Admin, BIOS, physical, and network security

* Filtering technologies are related to the user experience, not security

PhysicalPhysical
ComputerComputer
SecuritySecurity

Physical Physical 
MonitoringMonitoring

Proxy
Exceptions

Administrator account securityAdministrator account security
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Defend shared computers from untrusted users, viruses, and spyware
• Prevent unapproved changes to a computer’s hard disk. Changes are automatically 

reversed each time the computer re-starts

• Allow critical security updates and antivirus definitions to be permanently saved

• Learn additional security techniques from the user handbook

Restrict untrusted users from accessing system settings and data

• Create different user profiles for different types of untrusted users

• Restrict user profiles so users can only access the system resources they need

• Lock user profiles so user data, settings, and browser history are protected from other 
users

Enhance the user experience

• Simplify the user interface

• Increase privacy and security

• Make accessibility features easier
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