Nebl’af;]s@

Standards In reporting Software
Flaws SCAPCVE and CWE

(Part 2)
Robin A. Gandhi, Ph.D.

University of Nebraska at Omaha (UNO)
College of Information Science and Technology (IS&T)
School of Interdisciplinary Informatics (Si2)
Nebraska University Center on Information Assurance (NUCIA)



Neblaéﬁ
R Job. Who am | ?

T Assistant Professor of Information Assurance at IS&T since Fall 2

A Research highlights

I Regulatory Requirements driven Risk Assessment

I Using the semantic web to bridge the gap from
high-level regulations to lowevel technical evidence (Domain: SCADA)

I Software Assurance in the Development Lifecycle
I Building semantic templates for the most egregious software flaws

I Cyber attack modeling and forecasting (CyCast)
I Exploring disturbances in the human network to predict cyber attacks
A Teaching
I Software Assurance (seniors/grady
I Foundations of Information Assurance (seniors/grad)
I Introduction to Information Assurance (Freshméd) -

I Introduction to Computer Science |l (Freshmen/Sophomore)
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two part talk (Recap Part 1)

A SCAP

W
W
W
W

nat Is Iit?
nat does it do?
nat will it take to realize its potential?

nat do | need to do to start preparing for it?

A How can we better understand vulnerabilities

I Research on semantic templates built from CWE
and CVE enumerations
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OVAL XCCDH

Vulnerability
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Different Roles and Responsibilitie

A Information Assuranceprofessionals tend to
focus on the protection of systems that they
may NOT have built
I Extrinsic and deployed view of the system
I SCAP is geared towards improving the efforts of 1A

professionals (Vulnerability Assessment/ Hardening)

A Software Assurancerofessionals tend to focus
on the development of software systems with
security BUILIN
I Intrinsic and functional view of the system

I Weakness, attack and secure coding enumerations
are geared towards improving the efforts of

developers
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Write secure code?

AlJohnny, avoid these we
I Common Weaknesses Enumeration (CWE)

AlJohnnyél earn from your
I Common Vulnerabilities and Exposures (CVE)

AlJohnnyéthese are the w

I Common Attack Patterns Enumeration and
Classification (CAPEC)

AlJohnnyéthese are ways

I CERT secure coding guidelines
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Poor Johnny !
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Using Semantic Templates to Studh
Vulnerabilities Recorded In
Large Software Repositories

Harvey Siy Yan Wu



Nebiaska

(Omaha

Outline

A Information overload in the study of vulnerabilities
I Large software repositories
I Vulnerability databases
I Weakness enumerations

A Our research efforts:

I Buildingsemantic templatedo understand and
categorize the information related to a vulnerability

A Ongoing progress
A Future work
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revision 103191, Mon Mar 29 17:47:15 2004 UTC

The Paradox we face !

revision 103896, Fri Jun 11 07:54:38 2004 UTC
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Vulnerability
Databases

Essentials
This page lists all security vulnerabilities fixed in released |
* About . . .
+ License Apache httpd 1.3. Each vulnerability is given a security imp
. r: the Apache security team - please note that this rating may
. from platform to platform. We also list the versions of Apad
* Securi ]
n veri
Reports . 4 d
= Public Descriptions
D load!
ownioa Please note that if a vulnerability is shown below as being

* from a mirror

dev" release then this means that a fix has been applied to

development source tree and will be part of an upcoming fu

Documentation

This page is created from a database of vulnerabilities orig|
 Version 2.2 populated by Apache Week. Please send comments or corre
 Version 2.0 these vulnerabilities to the Security Team.

* Version 1.3
L
* Wiki

moderate: mod_proxy overflow on 64-bit systems

Get Involved 0010
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URL:ftp://patches.sqi.com/support/free/security/advi

U.asc
SUNALERT:57628

URL:http://sunsalve.sun.com/search/document.do?a

SUMALERT: 101555

URL:http://sunsclve.sun.com/search/document.do?a

SUNALERT: 101841

sunsolve.sun.com/search/document.do?a

U#541310
ww.kb.cert.org/vuls/id/541310
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URL:http

QOVAL:oval:org.mitre.oval:def: 4863

al.mitre.org/repository/data/getDef?
id=oval:org.mitre.oval:def:4863
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URL:http

OVAL:oval:org.mitre.oval:def: 100112

al.mitre.ora/repository/data/getDef?
id=oval:org.mitre.oval:def: 100112
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SECUNIA:11841
URL:http

.

secunia.com/advisories/11841




