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Who am I ?ÅJob 

ïAssistant Professor of Information Assurance at IS&T since Fall 2008

ÅResearch highlights

ïRegulatory Requirements driven Risk Assessment

ïUsing the semantic web to bridge the gap from 
high-level regulations to low-level technical evidence (Domain: SCADA)

ïSoftware Assurance in the Development Lifecycle 

ïBuilding semantic templates for the most egregious software flaws

ïCyber attack modeling and forecasting (CyCast)

ïExploring disturbances in the human network to predict cyber attacks

ÅTeaching

ïSoftware Assurance (seniors/grad) New !

ïFoundations of Information Assurance (seniors/grad)

ïIntroduction to Information Assurance (Freshmen) New !

ïIntroduction to Computer Science II (Freshmen/Sophomore)
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A two part talk (Recap Part 1)

ÅSCAP

ïWhat is it?

ïWhat does it do?

ïWhat will it take to realize its potential?

ïWhat do I need to do to start preparing for it?

ÅHow can we better understand vulnerabilities

ïResearch on semantic templates built from CWE 
and CVE enumerations
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SCAP Philosophy (Recap Part 1)
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Different Roles and Responsibilities
ÅInformation Assurance professionals tend to 

focus on the protection of systems that they 
may NOT have built
ïExtrinsic and deployed view of the system

ïSCAP is geared towards improving the efforts of IA 
professionals (Vulnerability Assessment/ Hardening)

ÅSoftware Assurance professionals tend to focus 
on the development of software systems with 
security BUILT-IN
ïIntrinsic and functional view of the system

ïWeakness, attack and secure coding enumerations 
are geared towards improving the efforts of 
developers 5



²Ƙȅ Wƻƴƴȅ /ŀƴΩǘ 
write secure code?

ÅJohnny, avoid these weaknessesé. Period!
ïCommon Weaknesses Enumeration (CWE)

ÅJohnnyélearn from your mistakes
ïCommon Vulnerabilities and Exposures (CVE)

ÅJohnnyéthese are the ways of the bad guys
ïCommon Attack Patterns Enumeration and 

Classification (CAPEC)

ÅJohnnyéthese are ways to develop secure code
ïCERT secure coding guidelines
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Poor Johnny !
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Using Semantic Templates to Study 
Vulnerabilities Recorded in 
Large Software Repositories
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Outline

ÅInformation overload in the study of vulnerabilities

ïLarge software repositories

ïVulnerability databases 

ïWeakness enumerations

ÅOur research efforts:

ïBuilding semantic templates to understand and 

categorize the information related to a vulnerability

ÅOngoing progress

ÅFuture work
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The Paradox we face !
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