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R Job. Who am | ?

T Assistant Professor of Information Assurance at IS&T since Fall 2

A Research highlights

I Regulatory Requirements driven Risk Assessment

I Using the semantic web to bridge the gap from
high-level regulations to lowevel technical evidence (Domain: SCADA)

I Software Assurance in the Development Lifecycle
I Building semantic templates for the most egregious software flaws

I Cyber attack modeling and forecasting (CyCast)
I Exploring disturbances in the human network to predict cyber attacks
A Teaching
I Software Assurance (seniors/grady
I Foundations of Information Assurance (seniors/grad)
I Introduction to Information Assurance (Freshméd) -

I Introduction to Computer Science |l (Freshmen/Sophomore)
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A two part talk

A SCAP
I What s it?
I What does it do?
I What will it take to realize its potential?
I What do | need to do to start preparing for it?

A How can we better understand vulnerabilities

I Research on semantic templates built from CWE
and CVE enumerations
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The Burning Issue

A It has been said that we have long known how
to build secure systems
i2S aAYLIXé& R2yQl |00 2y

A For a fielded system the details are
aSYy2N¥2dzaée G2 | aasSaa
I Richabstractionssupported byautomationis key

to manage the complexity of current systems

i If we are in a constant battle, thedn S ged &
efficient about it



Nebiaska

(Omaha

What is SCAP

A Pronounced AP

A Security Content AutomatioRrotocol

i NIST 806126
ATechnical specification
i NIST 80117
A Guide for adoption

I NISTIR 7511 rev2

ARequirements for achieving SCAP validation
ADemonstration of SCAP capabilities

A This presentation borrows heavily from these

documents -
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Motivation for SCAP

A The number and variety of systems to secure
A The need to respond quickly to new threats

A Compliance often becomes a paperwork
exercise

A Lack of standard expression of security
content

I Duplication across standards and baselines
I Lack of interoperability among tools
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Clearing SCAP Myths

A No, NIST and FFRDCs are not attempting to
regulate the entire security industry
I Itis really a community effort that wants your
participation to grow and mature

A The managed data streams do not limit
personal/proprietary innovation
I Community repositories can be enriched with

locally developed content ancbntributed back to
the public
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SCAP v1.0

A SCAP has two major elements:

I Components@open specificationghat
standardize thdormat and nomenclatureby
which security softwarecommunicates
iInformation aboutsoftware flawsandsecurity
configurations

I Content Software flaw and security configuration
standardizeaeference data
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SCAP v1.0 Components

A Expression and Checking Languages
(1) Express what is to be evaluated and

how to report results

A eXtensibleConfigurationChecklistDescriptionFormat
(XCCDENSAandNIST

(2) Check the corresponding low level system states

A Open Vulnerability Assessmentanguage QVAL;
MITRE
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SCAP v1.0 Components

A Enumerations
@Common Platform Enumeration CPE MITRE
(4) Common ConfigurationEnumeration CCE MITRE
@CommonVuInerabiIities ancexposures CVE;, MITRE

A Vulnerability measurement and scoring

(6) common Vulnerability ScoringSystem CVSH Forum
of Incident Response and Security Team (FIRST)
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SCAP v1.0 Content

2% Sponsored by 3 -'- o'# ¥ B
¥4 DHS National Cyber Security Division/US-CERT /. /1] ! -

A Provided by theNEistelss] \/ulner;*abi. ty Database -
automating vulnerabl’litymana_é]e‘ ToC ityme'a's[]rerhent,and compliance checking

N atl O n aI Vulnerabilities Checklists Product Dictionary Impact Metrics Data Feeds Statistics

\Vul
Dat

A Mat
NIS
Spo
DH:!
http:

A Dat

JLLCHl scAP | ScAP validated Tools | SCAP Events |About  |Contact  |Vendor Commen ts

National Vulnerability Database Version 2.2

NVD is the U.5. government repository of standards based vulnerability management data

represented using the Securit{.t:nntent Automation Protocol {SC&P}_. This data enables
- WLATI TS ST O I.‘_I" far B wrg e TT ]'_T]'H;]'TI'TE 1..1""“]._ SEFTLYY O Y= TOWY O O ey el TI

o NMNational Checklist Program (automatable security configur:
OVAL)

¢ SCAP (program and protocol that NVD supports)

¢ SCAP Compatible Tools

¢ SCAP Data Feeds (CVE, CCE, CPE, CV55, XCCDF, OVAL)

¢« Product Dictionary (CPE)

¢ Impact Metnics (CVSS)

¢ Common Weakness Enumeration (CWE)
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specifications Iinteroperation

A A checklist useXCCDEo describe what to evaluate
I OVALo perform the tests on the target system

I CPHo identify platforms for which the checklist is valid
and on which the tests will run

I CCEHEo identify security configuration settings to be
addressed or assessed in the checklist

I CVERo refer toknownvulnerabilities
A CVS%o rank the vulnerabilities
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A A XCCDF documents consist®ofes to be
evaluated

A Profiles can be used to bundle rules for
particular types of systems

A Groups allow multiple rules to be enabled or
disabled at once

A Values allow userdefined values for certain
rules

13



NebraSlq @

Clom mnmmnnnannaa R AR AR A -->
<|-- File Permissi b -2
€lom mnmmmnnanssan A AR AR A A -->

- <Group id="file_permissions_group">
<title>File Permission Settings</title>
<description>This group checks the permissions of specified files.</description>
- <Rule id="regedit.exePermissions" selected="false" weight="10.0">
<title>regedit.exe Permissions</title>
<description>Failure to properly configure ACL file and directory permissions, allows the possibility of

unauthorized and anonymous modification to the operating system and installed
_annlicatinne_ < /docrrintinn >

<ident system="http:/ /cce.mitre.org" >CCE-2175-8</ident>
<ident system="cce.mitre.org/version/4">CCE-795</ident>
- <check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">

<check-content-ref href="example-winxp-oval.xml" name="oval:gov.nist.fdcc.xp:def:146" />

</check>
</Rule>

</Group>
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Assessment Language\(Al)

A For SCAP, OVAL is commonly used to
check the presence of vulnerabillities and
Insecure configurations

I A set of instructions used to check for a security
problem, is known as Befinition
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Oval Definitions

A Vulnerability Definitions
I Is a specific vulnerability present?

A Patch Definitions
I I1s a particular patch appropriate for a system?

A Inventory Definitions
I 1S a specific piece of software installed on the system?

A Compliance Definitions

I Do conditions exist on a system necessary for compliar

with a specific policy or configuration statement?
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How OVAL works?

Source: http://oval.mitre.org/oval/about/images/how_oval_works.pdf 1 7



