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Who am I ?ÅJob 

ïAssistant Professor of Information Assurance at IS&T since Fall 2008

ÅResearch highlights

ïRegulatory Requirements driven Risk Assessment

ïUsing the semantic web to bridge the gap from 
high-level regulations to low-level technical evidence (Domain: SCADA)

ïSoftware Assurance in the Development Lifecycle 

ïBuilding semantic templates for the most egregious software flaws

ïCyber attack modeling and forecasting (CyCast)

ïExploring disturbances in the human network to predict cyber attacks

ÅTeaching

ïSoftware Assurance (seniors/grad) New !

ïFoundations of Information Assurance (seniors/grad)

ïIntroduction to Information Assurance (Freshmen) New !

ïIntroduction to Computer Science II (Freshmen/Sophomore)
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A two part talk

ÅSCAP

ïWhat is it?

ïWhat does it do?

ïWhat will it take to realize its potential?

ïWhat do I need to do to start preparing for it?

ÅHow can we better understand vulnerabilities

ïResearch on semantic templates built from CWE 
and CVE enumerations
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The Burning Issue

ÅIt has been said that we have long known how 
to build secure systems

ï²Ŝ ǎƛƳǇƭȅ ŘƻƴΩǘ ŀŎǘ ƻƴ ǿƘŀǘ ǿŜ ƪƴƻǿ

ÅFor a fielded system the details are 
άŜƴƻǊƳƻǳǎέ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ

ïRich abstractionssupported by automation is key 
to manage the complexity of current systems

ïIf we are in a constant battle, then ƭŜǘΩǎ get 
efficient about it
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What is SCAP

ÅPronounced S-CAP

ÅSecurity Content Automation Protocol
ïNIST 800-126
ÅTechnical specification

ïNIST 800-117
ÅGuide for adoption

ïNISTIR 7511 rev2
ÅRequirements for achieving SCAP validation

ÅDemonstration of SCAP capabilities

ÅThis presentation borrows heavily from these 
documents
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Motivation for SCAP

ÅThe number and variety of systems to secure

ÅThe need to respond quickly to new threats

ÅCompliance often becomes a paperwork 
exercise

ÅLack of standard expression of security 
content

ïDuplication across standards and baselines

ïLack of interoperability among tools
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Clearing SCAP Myths

ÅNo, NIST and FFRDCs are not attempting to 
regulate the entire security industry

ïIt is really a community effort that wants your 
participation to grow and mature

ÅThe managed data streams do not limit 
personal/proprietary innovation

ïCommunity repositories can be enriched with 
locally developed content and contributed back to 
the public 
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SCAP v1.0

ÅSCAP has two major elements:

ïComponents: Six open specifications that 
standardize the format and nomenclatureby 
which security software communicates 
information about software flaws and security 
configurations. 

ïContent: Software flaw and security configuration 
standardized reference data 
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SCAP v1.0 Components

ÅExpression and Checking Languages

ïExpress what is to be evaluated and 
how to report results 

ÅeXtensible Configuration Checklist Description Format 
(XCCDF); NSAand NIST

ïCheck the corresponding low level system states

ÅOpen Vulnerability Assessment Language (OVAL); 
MITRE

9

1

2



SCAP v1.0 Components

ÅEnumerations

ïCommon Platform Enumeration (CPE); MITRE

ïCommon Configuration Enumeration (CCE); MITRE

ïCommon Vulnerabilities and Exposures (CVE); MITRE

ÅVulnerability measurement and scoring

ïCommon Vulnerability Scoring System (CVSS); Forum 
of Incident Response and Security Team (FIRST)
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ÅProvided by the 
National 
Vulnerability 
Database (NVD)

ÅManaged by 
NIST and 
sponsored by 
DHS 
(http://nvd.nist.gov/)

ÅData Feeds

SCAP v1.0 Content
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SCAP component 
specifications interoperation

ÅA checklist uses XCCDFto describe what to evaluate

ïOVALto perform the tests on the target system

ïCPEto identify platforms for which the checklist is valid 

and on which the tests will run

ïCCEto identify security configuration settings to be 

addressed or assessed in the checklist

ïCVEto refer to known vulnerabilities

ÅCVSSto rank the vulnerabilities
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XCCDF

ÅA XCCDF documents consists of Rules to be 
evaluated

ÅProfiles can be used to bundle rules for 
particular types of systems

ÅGroups allow multiple rules to be enabled or 
disabled at once

ÅValues allow user-defined values for certain 
rules
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XCCDF Sample
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Open Vulnerability 
Assessment Language (OVAL)

ÅFor SCAP, OVAL is commonly used to 
check the presence of vulnerabilities and 
insecure configurations 

ïA set of instructions used to check for a security 

problem, is known as a Definition
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Oval Definitions

ÅVulnerability Definitions 

ïIs a specific vulnerability present?

ÅPatch Definitions

ïis a particular patch appropriate for a system?

ÅInventory Definitions 

ïis a specific piece of software installed on the system?

ÅCompliance Definitions 

ïDo conditions exist on a system necessary for compliance 
with a specific policy or configuration statement?
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How OVAL works?
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Source: http://oval.mitre.org/oval/about/images/how_oval_works.pdf
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