


My Background

e Currently “doing time” as an Oracle DBA
« Am currently looking into web-enabling
an Oracle Database, bringing up a lot of
concerns

« Member of NEbraskaCERT for 5+ years
now

* I[N no way is this talk
supported/endorsed by my current
employer












Three Things you'll hopefully
walk away from this talk with

 Metasploit is arguably the standard for
exploit testing

e Standardized testing Is the next logical
step In vulnerability assessments

| should try Metasplolit, if | haven't
already



Problems Metasploit Solves

« How can | verify that the patch or
workaround | applied worked?

« How can | trust exploit code that | found
on the net?

« How can | demonstrate an exploit to the
nhon-technicalz?

 I'm a script kiddie without the skillz/time
to do any work and want to pwn some
systems


















Ruby?

 Ruby Is another programming language
« Many consider it to be a more readable
perl

* Old Metasploit was a hodge podge of
Perl/C/Assembler and python

« Ruby on Ralils is currently the most high
profile Ruby Project -






New License

 Metasploit 2.0 was licensed under the
GPL V2 and Artistic Licenses
 Metasplit 3.0 is licensed under the
Metasploit Framework License

* Neither Metasploit 3.0 or any of its
modules.can be sold for more than
distribution costs

e License reviewed by the Hacker
Foundation

e« Commercial Modules can be created -









New License (cont)

e Attempt to lay the ground work for a
revenue stream

e Sourcefire - snort - 30 day wait for new
rules

e Tenable - Nessus - 7 wait for new vulns.
Closed source.

* Heimdall Linux - Versions with Common
Criteria Certification






Fuzzing aka Fuzz Testing

* Provide Random or Semi-Random data
to a program seeing what happens

e If the program crashes or does
something weird it is worth investigating
 Might be the beginnings of a buffer
overflow attack



Offset Database

 Windows 3.1 -> Windows 3.11. What
was its purpose? Break OS/2 Windows for
Warp?

e Techniques such as PIE/NX are making it
harder to execute some exploits

e A lot of\windows patches shove
addresses around making it harder to
execute an exploit

*The offset database gives clues on
offsets to try






Tips for Metasploit

 Metasploit requires a decent machine to
run

« Metasploit can be run on a Nokia N770,
but Is supposed to be horrible

e |f you run with a headless server,
metasploit by default only listens on
localhost:5555, change this to the IP
address if you want to run it remotely











http://www.metasploit.org/
http://remote-exploit.org/backtrack.html
http://fedoraproject.org/wiki/CustomSpins







How much do | use
Metasploit?

 Not that much lately.

e Being able to demonstrate exploits is
useful, but even then it requires people to
understand that they have been exploited
« With 3.0's wifi tools and fuzzing tools.
I'm planning on getting back into it again





http://www.metasploit.org/



http://tinyurl.com/34f73u
http://en.wikibooks.org/wiki/Metasploit/Conents




