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OSCP Basics

What is an Offensive Security Certified Professional?

The Offensive Security Certified Professional (OSCP) is the companion certification for our Penetration Testing with
Kali Linux training course and is the world's first completely hands-on offensive information security certification. The
OSCP challenges the students to prove they have a clear and practical understanding of the penetration testing
process and life-cycle through an arduous twenty-four (24) hour certification exam.

An OSCP has demonstrated their ability to be presented with an unknown network, enumerate the targets within their

scope, exploit them, and clearly document their results in a penetration test report.

https://www.offensive-security.com/information-security-certifications/oscp-offensive-security-certified-
professional/
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OSCP Basics

‘Prerequisites

P | n . _r TCP/IP. networking, and reasonable Linux skills are required. Fomillarity with Bosh scripting along
O | u n e rSta n | n g O i with basic Perl or Python is considered a plus. This advanced peretration tasting course is not for

the faint of heart; it requires practice, testing, and the abilty (e want to learn in a manner that wil

TL:DR

w' esting with Kali Linux is a foundatioral security course, out still requires Ste
Bve certain knowledge prior to oltending the online training class. A solid understonding ©

Erow your career in the Information sacurity field 2nd overcome gny [2arning pateall. QOffens e

o | ‘ : P/l P security challenges you to rise abave the rest, dive inta the fine arts of advanced penetration '

1d 1¢ Try Harder™,

*Networking
eReasonable Linux command line skills

Desired
eScripting familiarity
*Bash
*per|
*python



OSCP Basics

OFI: "HﬁS&W'E‘:" 2s ertificat o
COStS = AE, TEARY Blog Courss C -

ltem Price in J3D

® $ 8 O O ‘] ‘I 5 O Penetration Testing with Kali + 30 days Lab access +
— Us2 800.C0
Certification
( d e p e n d S O n | a b Penelration Testing with Kali + 60 days Lab access +

Certification

t | I I I e ) Fenctration Testing with Kall + 90 days Lab access + uso

Cerlificalion 1,150.00

PWK Lab access - extension of 90 days usD 600.00

e $150-600 (lab
a FWK Lab access  extension of 60 days UsSO 450.00
exte n S I O n S ) FWK Lab access - exlersion of 30 days Uso 250.C0

FWK Lab access - extension of 15 days UsD 150.00

o $6 O ( exa m reta ke ) Upgrade from PWE v.3.0 to PWK USD 200.00

Upegrade from PWE v.2.0 Lo PWK UsD2 300.C0

Upgrade trom PWE v.1.0 to PWK UsO 400.C0

OSCP - Certification retaxe UsS2 60.00




What it looks like

VPN - uses tap0 interface

root@kali:~# 1s

access log.txt.gz Downloads lab-connection.tar.bz2

Nesktop lab-connection password cracking f-1tered.pcap

root@kali:~# cd lab-connections

btasrk: cd: Lab-connections: MNo such file or directory

root@kali:~# cd lab-zonnections

Easlk: cd: lab-connections: Mo such file or directory

root@kali:~# cd lab-connection

root@kali:~/lab-connection# ooenvpn lab-connection.con”

Mon Apr € 26:06:93 2615 OvenVPN 2.2.1 i486-1_nux-gnu [SSL] LZ02] [EPCLL] [FKCE1l] [
eu~ephial [MH]1 [PF_INET51 [IPv6 oayload 20110424-2 i2.2RC2)1 built cn Jun 15 2013
Enzcr Autk Usernamec:0S-15830

Enzer Auth Password:

on Apr € 26:07:06 261> WARNING: No server cert_ficate verificatior methcd Fas been
ecnaklec. See http://cpsnvon.net/howto.html#m-_tm for more info.
on Apr € 26:07:0@ 2615 NOTE: OoenVPN 2.1 requires '--scripz-secu~ity 2' or hicher t

» c&ll user-defined scripts or executables |
on Apr € 20:07:00 201> LZ0 comoression init-al-zed I:KK A \lll: l
on Apr € 20:0/:800 201> UJPv4 Link local: [unde~]

on Apr £ 26:07:06 261> LDPv4 link remote: [AF _ZNET]67.23.72.124:1194
on Apr € 20:07:00 2015 WARNING: this configuration may cache passwo-cs in memcry --
use tke euth-nocachz ootion to orevent this
on Apr € 26:07:02 261> [127.0.9.1] Peer Connection Init-_ated with [AF _INET]67.23.72
.124:1194

on Apr € 26:07:04 2615 TJIN/TAP device tap0® opened

on Apr € 206:07:0/ 261> do_ifconfig, tt-=ipv6—0, tt->did ifconfig ipvE€ sctup—0
on Apr € 2@6:07:9¢ 2615 /sbin/ifconflg tap0 -92.168.12.84 netmask 255.25S5.2E54.C mtu
150C broaccast 197 .158.13.2585

on Apr € 2@:07:04 2@15 Initialization Sequence Conpleted

L



What it looks like

e Student Control Panel - for reverts

Profess onal Training and Tocls for Security Spec eliats. Tralning courses deslgned to

[EFFESIE e

Offensive Security - Lab Control Panel Page: My clients

Porsonal Submil subnel keys My Clicnls Publiv servers

I ogged In as: OS-15830 (lahn).
You have 88 days of lab access, untll Frl, 03 Jul 2015, 19:00 (America/Chlcago).

Youwr last exam ddle: [ hu, OL Qel 2015, 19:00 (America/Chicagu).
To boukichanye your exam, please use lhis link.

8 reverts |eft ioday. Counier resels at OhQD CMT

Il you require mare revearls, please email help@ollensive-securily.cam

-

Feays-

YO [* QSCP Lazs: My Wi, oo @ke, ~ L Proc.ev loadingpeze., & Cllensive Sseony L.




What it looks like

IRC - for Admin help (Freenode:#offsec)
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What it looks like

e Forum
OIFFEN'S “"E ®

What's New? Forum

Naw Posls  Private Messagse FAQ Caendar Communily = Foum Aclions ~ Quick Links -

# Forum + Pentasting With Kali + Lab Machines + Public Netveor< « 10,1115

Post New Thread

Forum: 10.11.1.5 Thrsyds 1

Forum Tooks~  Search F

Tithe / Thread Starter Replies [ Views Last Post By

O ALICE 10.11.1.5 ,,,, makes me mad Reglir=:: 2° 0E-23610

Stzrted by 08-22371, (6-25-2006C7:125 1 2 3 Views: [ 633 25-08-2016, 07

© | Error with Metasploit exploit Reglies: 14

Sizted by 05-21052, (6-21-2016 12.04 AM = 2 Vicwss: 723

© | Dumping passwords (WCE or PWDump?) Replies: 11
Srated by 05-22024, 07-19-2006 1009 AM = 2 Views: 406

O | Where is the proof. txt Replies: 3 OE€-217D5
Stated by 05-23628, (9-04-2026 (1.47 oM Views: 103 1052076,

© | Cracking 10.11.1.5's passward hashes Reglies: 18
e - = - > Viewwrs: 1,507

Stzted by O5-18899, (3-23-2006 11.22° 1 2 ’

© Y manual exploit rather than metasploit explolt Reples: 6

Storted by 0520732, €5-23-2016 02:25 P Views: 1,212

O || Alice - what should we Find Replies;: < Link
Stated by 05-23268, (3-23-2026 (3.40 AM Views: 155 28-23-20:8,

© | Has ALICE changed? Faphes; 4 iy LV
Srated by 05-17100, C3-03-20°6 07: 4 2™ Views: 2 J5-11-2016,




What it looks like
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PentestingSkills ©'FentestS - 8h .-\.
Finally Passed and got #0OSCP, Thanks @offsectraining for the great Experiment -

Dear Boumediens

We are happy 1o inform you that you have successfully comp eted the Penetration Testing with Kali Linux cedtification exam and have
obtanad vour Offensive Secunty Cartified Profassional (OSCP) cartficat on

Hacking t als liked

101010101001 | 7-Sep9 TW I tte r St U d e ntS
Signed up for 30 days of lab time. Starts in half an hour. The axe has been

» sharpened during the last few months. a re yo u r frl e ﬂ d S

#OSCP #0ffensiveSecurity

sam taylor ©samtaylor? ep 6
First few days into #oscp and Iovmg it!!




What it looks like
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My OSCP Experience

09 April - 14 October 2015

My prior experience

[T Manager (no hands on)




My OSCP Experience

*7 Mar 2015 — Bought ($1150)
Course - Penetration Testing with Kali (PWK)
(videos, pdt’'s)

Labs - 90 days Lab access +




My OSCP Experience

09 Apr - Began Exercises 20 May - Began Lab
. A ;. . a s

.




My OSCP Experience

2 Jul 2015- Bought 3 additional months of labs




My OSCP Experience

30 Sep — Finished lab machines (52 total)




My OSCP Experience

11 Oct — 24-hour exam

5:00AM begin

Hour 17 - crossed 70 pt threshold

(Submitted report the next day)




My OSCP Experience

Host Info:

MacBook Pro (2014)

. _L‘_A AlC I© __' : 'g




My OSCP Experience

Study/Lab Routine:

Weekdays

4:00-630AM




The Gouge

OffSec understates prerequisites, overstates online assist

Hour/Days/(perhaps weeks) of frustrating failure (OffSec Motto: Try Harder)

Punishing for noobs




The Gouge

Exam Pass Insurance:

If you are close to passing the exam, Offsec will review your optional Lab test report and your
Exercise documentation. | had Lab portion of the report complete prior to the exam attempt. Also
my exercise notes and answers.
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OSCP Summary

 Hard (have to really want it)
* Fun (root root root!)

 Glad it's over, but miss it (kind of)

UFFENSIVE \4
security ]
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Jahn Kennedy ‘
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- Questions?




