
Advanced AI Risk - 
ISACA
It could be awesome, destroy all of 
humanity, or  hype bigger than 
Y2k/dot.com; it won’t be boring ...

 David Kohrell, NEbraskaCERT 18FEB2026
 https://www.necert.org/CSF/



Definitions and References



Risk = Threat x Vulnerability x Asset 
ISSA, Managing Risk in Information Systems, 2022 
Gibson & Igonor

AI risk refers to the composite measure of an event’s probability of occurring and the magnitude 
or degree of the consequences of the corresponding event. The impacts, or consequences, of AI 
systems can be positive, negative, or both and can result in opportunities or threats (Adapted 
from: ISO 31000:2018).   NIST RMF, January 2023



In order to ensure the effective use of AI, 
enterprises must understand the problem AI aims 
to solve, which can differ from enterprise to 
enterprise

AAIR Review Manual – 2025, ISACA



AAIR (Advanced AI Risk)

https://www.isaca.org/credentialing/aair

 AAIR is an AI-focused IT risk management credential crafted to enhance 
the expertise of certified IT risk professionals. It provides the strategic 
skills to guide management in addressing AI-related risks, safeguarding 
organizations from potential financial and reputational harm. AAIR’s key 
practice areas include:
 AI Risk Governance and Framework Integration
 AI Life Cycle Risk Management
 AI Risk Program Management



AI “levels”
 Automated Narrow 

Intelligence – what we have 
now

 Automated General 
Intelligence – the hype driving 
investments and circular 
economy

 Automated Super Intelligence 
– Paradise or Machines turn 
on us.  Awesome or Dystopian

https://selftution.com/types-artificial-intelligence-ai-
examples-narrow-general-super-ani-agi-asi-machine-
learning-ml/



4 MORE

https://generativeai.pub/what-is-the-context-window-ais-memory-limit-ce8a966f954a



“Agentic AI” ISACA

Agentic AI represents the next step in the evolution of AI. Unlike traditional autonomous 
systems that simply respond to prompts, agentic AI actively initiates actions and connects tasks 
with intent. Picture a digital assistant that can seamlessly execute verbal commands such as, 
“Create an account for a specific individual in the customer relationship management (CRM) 
solution, give them global read access, and send out a confirmation email when done.”

Safeguarding the Enterprise AI Evolution: Best Practices for Agentic AI Workflows Murali 1JUL2025, ISACA



AI Risk Governance and 
Framework Integration



EU AI Act

https://
www.securitycompass.com/
blog/understanding-eu-ai-
act-risk-categories/



NIST RMF

https://nvlpubs.nist.gov/
nistpubs/ai/NIST.AI.100-1.pdf



ISO/IEC 
42001:2023 
for AI

AWS Security Blog, Javid & Welch, May 2025
https://aws.amazon.com/blogs/security/ai-
lifecycle-risk-management-iso-iec-420012023-
for-ai-governance/



AI Life Cycle Risk 
Management



Four Governance Key’s

Human in the Loop

Transparency

Traceability

Explainability



OECD https://oecd.ai/en/ai-principles (2019 and 2024)



8 Data Types

https://www.anolytics.ai/blog/8-data-types-that-major-ai-models-feed-on-to-function/

Numeric
Categorical
Imager
Text
Time Series
Audio
Sensor



AI Model Inventory

Model Name and Version
Purpose and Use Case

Ownership and Accountability
Deployment Details

Supporting Documentation

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf



Risk 
Management Life 

Cycle

https://www.alertmedia.com/
blog/risk-management-lifecycle/



AI Risk Program Management



Development Time Threats – AI going bad
https://owaspai.org/docs/ai_security_overview/



AI Threat Mitigation and Robustness
https://cybercx.com.au/blog/designing-an-effective-ai-risk-mitigation-strategy/



Development Time Threats
https://owaspai.org/docs/ai_security_overview/



Most Common Threats aided by 
AI
https://
www.digitalinformationworld.com/
2023/08/a-growing-threat-how-ai-
poses-risks-to.html

AI doing 
bad things



Two Final Thoughts



Economic Risk – Too big to fail
What if?



Impact 
on you



NEbraskaCERT's
Wisdom



Contact

LINKEDIN – DKOHRELL DAVID KOHRELL – DAVID@
KOHRELL.ORG
HTTPS://WWW.KOHRELL.O
RG  

AI is Risky Business

mailto:David@kohrell.org
mailto:David@kohrell.org
https://www.kohrell.org/
https://www.kohrell.org/
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