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Report on the Underground Economy 

Important Facts

• What the report is:

– An in-depth look at the Underground Economy

– A detailed report on Underground Economy advertisements that Symantec sees.

– Actual transactions are conducted in private channels.

– Based on real, empirical data collected by the Global Intelligence Network. 

• What the report is not:

– The Internet Security Threat Report

– A survey of opinions.

– Product driven marketing.

– Scientific certainty.

• Data Sources

– Underground Economy servers

• Symantec observed channels on IRC server networks that were associated with the 
underground economy. 

• Server network sizes ranged from 5 channels to over 28,000 channels. 

• Over 44 million messages observed from the channels 

– Piracy Websites

• Symantec observed tracker data related to pirated software shared by over 280,000 individual 
users. 

• Over 320,000 instances of approximately 390 software products were observed.
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Underground Economy – Key 

Messages

• The Underground Economy is geographically diverse and 
shows the ability to generate millions of dollars in revenue for 
cybercriminals.

• It is a self-sustaining system where tools that aid in fraud and 
theft can be purchased and the stolen information obtained 
by those tools can then be sold.

• Cybercriminals range from loose collections of individuals to 
organized and sophisticated groups, all with a common 
purpose.

• Software piracy closely reflects the retail market; software 
categories with the highest volume of sales are also the most 
heavily pirated.
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Underground Economy – Key 

Findings

• Symantec estimates the value of total advertised goods on 
underground economy servers was over $276 million for the 
reporting period. 

• The potential worth of the top seller on the UE is $6.4 million.

• The category of credit card information accounted for 31% of 
all advertisements for sale.

• 45% of UE servers were located in North America.

• Desktop computer games made up 49% of software being 
pirated.

• In total, the approximate U.S. retail value of all tracking files 
observed by Symantec was $83.4 million.
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Symantec Report on the Underground Economy

Key Facts and Figures



Cybercriminals range from loose collections of 
individuals to organized and sophisticated groups, all 
with a common purpose.
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Groups and Organizations
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Groups and Organizations

• Web forums represent some groups and organizations that 
have been active on the Underground Economy

• Wide range in the sophistication and capabilities of these 
groups and organizations 

• Ample evidence exists that organized crime is involved in 
many cases

• Forum participants are often subject to a screening process

• Advertisements and other messages posted to the forum are 
readily available, even days or months afterward, making it 
easier to conduct business and post detailed price lists for 
goods or services 
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Groups and Organizations

• Web presence is highly visible

• May attract more attention from law enforcement

• Screening process makes it desirable to maintain a single 
identity

• Archived content provides a list of illegal activity

• Number of high profile stings such as Operation Firewall

• These combine to drive groups further underground to less 
visible and anonymous mediums such as IRC
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Groups and Organizations
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Servers and Channels

IRC Server Lifespans

• The median average observed server lifespan was 10 days

• Servers may be abandoned by participants or shut down by owners of 
legitimate IRC networks

• One of the largest observed IRC server networks had approximately 
28,000 channels and 90,000 users
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The Underground Economy is geographically diverse 
and shows the ability to generate millions of dollars in 
revenue for cybercriminals.
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Goods and Services

Value of Advertised Goods & Services

• Symantec estimates the value of total advertised goods on underground 
economy servers was over $276 million for the reporting period

• The potential worth of all credit cards advertised during this reporting 
period would be $5.3 billion

• Using the average advertised balance of $40,000 financial accounts 
would potentially be worth $1.7 billion 
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Advertisers

Most Active Advertisers

• Between July 1, 2007 and June 30, 2008, Symantec observed 69,130 
distinct active advertisers on underground economy servers and 
44,321,095 total messages posted

• The estimated value of the total advertised goods for the top 10 most 
active advertisers was over $575,000

• The potential worth of the top 10 most active advertisers was $18.3 million 
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Advertisers

Payment Systems

• Like traditional retailers, UE advertisers may have preferred payment 
methods

• Online currency accounts were the most popular method of payment, 
accounting for 63% of the total

• Trading is also popular because there is no middle-man or service fees

• Electronic payments can leave a trail that may be used by law 
enforcement
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Channels and Servers

IRC Servers by Region

• The NAM region had the largest number of underground economy 
servers, hosting 45% of the total

• Distribution of UE servers is similar to the regional distribution of IRC 
networks

• The largest contributing country by a significant margin was the United 
States, which hosted 41% of the total observed servers worldwide 
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Regional distribution of servers



The Underground Economy is a self-sustaining system 
where tools that aid in fraud and theft can be purchased 
and the stolen information obtained by those tools can 
then be sold.
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Goods and Services 

Advertised by Category

• Credit card information category ranked highest between July 1, 2007 and 
June 30, 2008, with 31% of sale advertisements and 24% of requests

• Credit card information and Financial accounts are relatively easy to cash 
out, providing immediate monetary gain
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Goods and Services 

Advertised by Item

• Bank account credentials were the most advertised individual item on the 
Underground Economy followed by credit cards with CVV2 numbers

• Requested rank and rank for sale match closely for many items indicating 
the market is as susceptible to supply and demand trends as legitimate 
markets

• Bulk pricing is available for items such as credit cards and full identities
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Goods and Services

Malicious Tools

• Malicious tools can be used to steal confidential information

• Attack kits, spam and phishing kits, malicious code, and exploits are 
available on the underground economy

• Exploits and attack kits had the highest average prices

• Pricing is based on supply and demand as well as the tool’s capabilities
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Software piracy closely reflects the retail market; 
software categories with the highest volume of sales are 
also the most heavily pirated.
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Piracy

File Instances by Category

• Desktop computer games were the most frequently seen tracking files by 
a significant margin, accounting for 49% of all file instances observed

• Retail sales of desktop games are among the highest of any category

• Number of tracking files for software tends to increase when a new 
release is available
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Piracy

Financial Effect on Business Sectors

• The total approximate value of all categorized tracking files observed by 
Symantec was $83.4 million

• Multimedia software accounted for approximately $53 million

• While there were more desktop game file instances the lower total value 
was due to a lower average price
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Approximate dollar value of file instances observed



Piracy

File Instances by Country

• The top ranked country by number of file instances was the United States 
with 19% of the total

• The US also had the largest number of individuals sharing file instances 
with 19% of the total

• Some countries may have lower rankings because of the use of FTP 
servers or other P2P clients
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Top 10 countries by number of users



Enterprise Mitigation

• To help prevent loss of confidential data that could be used in 
identity fraud, enterprises should:

– Implement database encryption

– Limit access to databases including use of least privilege

– Employ secure communications channels to transfer sensitive 
information

– Ensure that endpoint security measures are in place to prevent 
confidential information from being copied to portable media such as 
USB devices and compact discs 
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Consumer Mitigation

• To help prevent the loss of confidential information that could 
be used in identity fraud, consumers should:

– Employ email filtering solutions to help block fraudulent messages 
such as those used in phishing attacks

– Use defense-in-depth strategies like antivirus software, firewalls, and 
anti-phishing toolbars

– Limit the amount of sensitive personal information stored on their 
computers

– Utilize strong passwords and change them on a regular basis

– Do not store online account credentials using the Web browser’s 
“remember password” feature
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