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A	Little	History

• Version	1.0	(an	interactive	pdf	and	website)
• posted	April	2013

• Version	2.0	(a	spreadsheet)
• posted	May	2014

• Draft	NIST	SP	800-181
• posted	Nov	2016,	comments	were	taken	through	
Jan	6,	2017



Drafting	Team

• NICE	Program	Office
• Cyber	Workforce	Division	in	the	Office	of	the	Deputy	DoD	Chief	
Information	Officer	– Cybersecurity
• Cybersecurity	Education	and	Awareness	Branch,	Stakeholder	
Engagement	and	Cyber	Infrastructure	Resilience	Division,	Department	
of	Homeland	Security
• OPM
• (and	a	cast	of	thousands,	or	at	least	hundreds/tens)



NIST	– NICE	Framework	Version	3.0
800-181

Announced 11-4-16
NIST – NICE Framework Version 3.0



The	publication

• Organizes	cybersecurity	work	into	seven	high	level	categories	and	
over	50	Work	Roles	within	those	seven	Categories
• NEW:	Offers	a	superset	of	Tasks	for	each	Work	Role
• NEW:	Offers	a	superset	list	of	Knowledge,	Skills,	and	Abilities	(KSAs)	
for	each	work	role



Categories
Categories  
A	high-level	grouping	of	common	cybersecurity	functions



Specialty	Areas

• Specialty	Areas	are	groupings	of	cybersecurity	work
• 31	Specialty	Areas	callout	out	in	NCWF	version	1.0	and	32	in	NCWF	version	
2.0,	35	in	version	3.0

• Each	specialty	area	represents	an	area	of	concentrated	work,	or	
function,	within	cybersecurity
• Previous	versions	of	the	NCWF	provided	broader	and	less	defined	Tasks	and	
Knowledge,	Skills	and	Abilities	(KSAs)

• SP	800-181	connects	Tasks	and	KSAs	with	the	Work	Roles



Specialty	AreasSpecialty Areas  



Work	Roles

• Work	Roles	are	the	most	detailed	grouping	of	IT,	cybersecurity,	or	
cyber	related	work
• Roles	include	lists	of	KSAs	that	are	required	to	perform	a	set	of	
functions	or	tasks
• Work	being	performed	is	described	by	selecting	one	or	more	Work	
Roles	relevant	to	that	job	or	position
• Work	Roles	aid	in	the	organization	and	communication	about	
cybersecurity	responsibilities



Work	RolesWork Roles



Tasks	- KSAs

• Every	Work	Role	requires	an	individual	to	perform	certain	duties,	or	
Tasks	which	are	the	type	of	work	that	could	be	assigned
• Knowledge,	Skills,	and	Abilities	(KSAs)	are	the	attributes	required	to	
perform	a	job
• SP	800-181	associates	KSAs	with	Work	Roles	to	clearly	define	the	
qualifying	experience	or	capabilities	needed	to	successfully	perform	
the	tasks



TasksTasks

Note there 
are 359
tasks listed 
in 800-181

359	Tasks	in	SP	800-181



KSAs

• Knowledge,	Skills,	and	Abilities	(KSAs)	are	the	attributes	required	to	
perform	a	job	and	are	generally	demonstrated	through	relevant	
experience,	education,	or	training.		The	NCWF	associates	KSAs	with	
Work	Roles	to	clearly	define	the	qualifying	experience	or	capabilities	
needed	to	successfully	perform	the	tasks	or	functions	associated	with	
a	given	Role.



Knowledge

614	Knowledge	elements



Skills

359	Skills



Abilities

119	Abilities



RelationshipsComponent 
Relationships



Work	Role	Detail	Listing



Workforce	Mapping	Efforts

• Cybersecurity	Framework
• Employer/Employee
• Academic	Institutions
• Certification	Providers



Cybersecurity	Framework
• Released	in	2014,	the	Cybersecurity	Framework	was	developed	in	response	to	
Executive	Order	13636,	provides	a	performance-based	and	cost-effective	
approach	to	help	organizations	identify,	assess,	and	manage	cybersecurity	risk
• Identify	(ID)	– Develop	the	organizational	understanding	to	manage	cybersecurity	risk	to	
systems,	assets,	data,	and	capabilities

• Protect	(PR)	– Develop	and	implement	the	appropriate	safeguards	to	ensure	delivery	of	
critical	infrastructure	services

• Detect	(DE)	– Develop	and	implement	the	appropriate	activities	to	identify	the	occurrence	
of	a	cybersecurity	event

• Respond	(RS)	– Develop	and	implement	the	appropriate	activities	to	take	action	regarding	
a	detected	cybersecurity	event

• Recover	(RC)	– Develop	and	implement	the	appropriate	activities	to	maintain	plans	for	
resilience	and	to	restore	any	capabilities	or	services	that	were	impaired	due	to	a	
cybersecurity	event



NCWF	to	CSFNCWF to 
CSF



Cyberseek.org







NSA	KU’s	to	NICE	KSA’s



Mapping	to	Vendor	Certifications	(notional)Mapping to  
Vendor Certifications



Questions



Purpose	and	Applicability

• Provides	organizations	with	a	common,	consistent	lexicon	that	categorizes	and	
describes	cybersecurity	work	useful	to	educators,	employers,	and	employees
• Improves	communication	among	organizations	to	help	identify,	recruit,	and	
develop	cyber	talent
• Enables	employers	to	standardize	professional	development,	certifications,	and	
training
• Facilitates	a	more	consistent,	comparable,	and	repeatable	approach	to	select	and	
specify	cybersecurity	work	roles	for	positions	within	organizations
• Provides	a	stable	yet	flexible	catalog	of	tasks,	knowledge	skills	and	abilities	for	
each	cybersecurity	work	role	to	meet	both	the	current	and	future	needs
• Enables	academic	institutions	to	align	curricula	to	the	Workforce	Framework	and	
teach	the	knowledge	necessary	for	students	to	effectively	join	the	workforce


