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are IS a toxic torm o
alCT 1o A LUAIU 1ULTTT VU
1citead tor-nrortit <cotha/are
1ICitcu 1UI=-JIuvlIL suilvwalc

nreatens the
confidentiality, integrity, and
avallability of computer
systems and their data.

A 4



FelPFaY

1'1TUc

101 cont

etected and eliminated
using multiple levels of
defense.




S{eye

A

€ IS Widespread

03 estimates claim infestation ranges as high as

2005 We
SpyWare; et cCounting tracking| CooKIES.

OIfO0L e

ome breadbhand Windews PCs. In Q2

norted 80% of all home PCs had

Sources - National CyberSecurity Alliance, Webroot



SIOVWEIE thrieatens commeree

Paae———

Webroot claims 80% infection rate for business
machines in Q2 (up from 55%), not counting tracking
cookies. In late July, FDIC issued spyware protection

guidelines.
Source - Webroot, Reuters July 22, 2005




lor-profit

distributed

tareughnmisdirection,
aneimanageaiby a
pUSINEess venture.
Usually intended for
marketing| research, it
can also be used for
iIndustrial er natienal

espionage.




2 PUNVEYors

QUIV/EYOrS
prefitby being the
middie:men between
Users andithe
SElVICES ey aCCess.
TThey may enlist the
nelp of affiliates te
distribute their
seftware.




A

IStribution: channels

Spyware distribution

IS Include software

~ channe
pundliing, threugh afiiliate
WEN SItes, or Iess often
tAreugh  spam. Spyware
nas oiten veen hundied
With Shareware: or With
[PEEr-10-PEEr Seltvare.

A 4




A

late Sites

SyAere afiiliate sites earn

MEREYARY helping Spyware

cempanies downlead thelr
SEltware te end User
computers. "Wehreot claims
there are ever 300,000\wWelh
pPages wordwide that can
download spyware (Up fremn
250,000 in Q1).




A

\ §| E{ﬁjjﬁ%jﬁﬁﬂﬁued

- Unscrupuleus affiliates
exploit Internet brewser
flaws 1n = driveby”
installation atiempts,
eften threugh
cCoOmpromised sites.
Users are usually
URaware ertne
installationrattenmpts.




A

SPYWArE: Can |

€

pundiedwit

f

shaneware or Peer-io-
Peer file'shanng
pPrograms: Galor:
(Claria) has lseen
suceessiully
distialuied thisway.

A 4



SPYWare Servers can

download spyware to

“client” hosts. They
then contrel spyware
client seiware.
AdditienRally, they may/
2lso) ofifer advertising
CoORLEnt.

A 4




Sjey\We

EI Afﬂ“ame . Download payment $$5$

S|te

Ad Provider
Downion) «control
=, straffic Ad
Malignant stransaction

ActiveX Control

Network
Perimeter
(Includes
Firewal,
IDS/IPS,
Content
filtering, €tc.)

End-User \\
Windows I
PC

\er

Smplified block diagram showing Affiliate - Spyware/Adware Site -’ Ad Site relationships




Sihgle toel can yet
detect all spyware.

lhe good news -
Defense in Depth still

0 new detection
strategies.




efrense Strategy

Pywalre ¢

ownloae

empts

Q
L)

s BIOck access 1o Knewn Spyware sites

s Correlatelogs to Identify new tareats

s Provide spyware recognition taining




SIEErESIIVare downloads

0 deal with dewnloac

I Snort reseurces

(tes/Avy. bleedingsnort.comy)

o Useweh proxy AV

Open source andl proprietan/ selutions

Open source - ClamAV. (http:/wwy.clamav. nets)

A




N spyware sites

cdSEQC

‘SOl

utions

Usenweln content management seftware

DINS realtime blecking|list fer spyware
ttps//Mmmnw:bleedingsnoert.com/blackihole-dns/




QyWwalre soeiware

i Iﬂ

* CUustom Hosts files

Note: Canihave 10 000 or more hests. Can be used on older boxes.

o Place downlead P addresses il lE Restricied
SIESH S




inite characteristics

me regularly to predictable hosts (may only be IP addresses).

s egswill shew repeatable paiterns.
» | ookioractvity especially when users have logged ofi.

s POSI hitprmethed may show communication with contreller hest, but many.
Spyware progams use GET http methed with user QUERY parameter fields
10 tiansmit data.

Examples
MarketScore -
GET hittp://ess-sunvey.marketscore.com/ess/Sumvey:aspr 2aunoays=49

HotBar - POST http://reports.hotbar.com/reperis/hoisay2.0/HRprdll



An aJy £ zeeﬁzeiﬁzeéeaﬂ%ﬁﬂmm

Solelate AV, Wen proxy, and IDS 10gs

EVyeball logs - Ouch!

s (Conselidatelegs then use scripts - Less painful.

o Use proprietany solution - Bucks but less |abor-intensive

Analyze findings

 There’s ne substiitte fer brain pPewer:

Create and! distribute meanineiuirepoIis

A 4
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SIOVAEIE recognition training

rain end users to re)

0JoJfi

Spyware manifestations

Immeadiately,

— Ad pop-ups

— new brewser teelbars
— hENE pPage chnanges
— deskiep changes

— Systifay/ Icons

A 4



A

€ rlecognitien training

Ipport persennel to
[[Eceagnize spyware installers.

= Dot just run AV scan and call it
guitst Look It up!

o JramlDS/Content
Vianagement analysts i@
[ECOQNIZE spyware activity.

— Spyware activity Is eften revealed
Py ether attack signatures.




0 the confidentia

I

LY,

IRtegnty, and avallablllty of computer

systems and data.

* Technology for accurate spyware
detection is still developing.

e Defense in Depthwithimodifiications can

mitigate spyware risks;




ALHRE/AVNIN. SPYWarelnfo.com/~merijn/cwsechrenicles. atml

BupH/wawekhelperdu.com/
BipE//VIrushtn.cem/.
nttp://stnbelibleg.hlogspot.com/.

Technical References

http://castlecops.com

http://Mmmww. bleedingsnort.com/bleeding-malware.ules
hittp://Mmmw. mvps. erg/winhelp2002/hosts. htm
http://www.mvps.org/winhelp2002/restricted. htm

hittp://mwww.spywareguide.com/blockfile.php



LtER//AIIS. Ca.COm/SEeCurityad\ViSor/pest

UL/ KERRY . COMm

RLLE://AMMA:Spywareguide.comy/.

AV/Spyware Encyclopedias
http://securityresponse.symantec.comy/aveenier.
hittp://mwww.trendmicre.com/vinfo/grayware/defauli-asp
http://www.pandasoftware.com/virus_info/defatiaspxzisi=s\y

http://vil.nai.com/vil/



ALESIIWare Soltware

SECWENE

SPYBEIRSIEADE NP //Www.saler-networking.org/en/index. html

HIJaCKAINSE- http://www.spywareinio.com/~merijn/downleads. html

[ESPNAID - tips://netfiles. uiuc.edu/ehowes/www/resource.htm

Shareware

Ad-Aware - http:/w.lavasoft.com/

Some commercial anti-spyware products (not an endoersenment)
CounterSpy: - http://www.sunbelt-seftware.com

Microsoft AntiSpyware - http://Mmwww. micresofi.com/athene/Securty/Spyware/
PestPatrol - http://mww3.ca.com/smb/product.aspx2id=5277&culiure=en-us

Spy Sweeper - http://www.webroot.com



