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Social Engineering

"You try to make an emotional
connection with the person on the
other side to create a sense of
trust. That is the whole idea: to
create a sense of trust and then
exploiting it.” - Kevin Mitnick




SE Framework

O Information Gathering
O Develop Relationship
O Trust
O Execution
O Manipulation
O Exploitation
O Game Over




Sources / Methods

O Websites O Jedi Mind Tricks
O Search Engines O Elicitation

© Whois O Pretexting

O Social Media © Rapport

© Blogs © NLP

O Microexpressions

O Interview /
Interrogate

O Background Sites
O Dumpster Diving




SE Tools

O Intel Gathering
O TheHarvester
O BasKet
© Nmap
O Cameras
O Maltego

O GPS Tracker -
Cree.py

O Caller ID Spoofing

O Vulnerability
Assessment

O Metasploit
O Nessus
O Exploitation Tools
O SEToolkit
O MSFvenom




A deceptive computer-based means to
trick individuals into disclosing sensitive
personal information. To perform a
phishing attack, an attacker creates a
Web site or e-mail that looks as if it is
from a well-known organization, such as
an online business, credit card company,
or financial institution. Source: NIST 800-
83




Name: Mickey Mouse
Alias: Steamboat Willie
DOB: 18 Nov 1928
Wife: Minnie Mouse
Half Brother: Oswald
Nephews:
Mortimer “Morty”
Ferdinand “Ferdie”
Dog: Pluto
Location: Disneyland, CA
Quote: “Oh, boy!”




Bait

From: Oswald

Subject: Morty & Ferdie

Date: January 27, 2015 12:13:36 AM PDT
To: Mickey

Mickey,

| just heard that Morty and Ferdie were at Disneyland this past weekend and got
the measles! This is terrible news! It is all over the internet, take a look:
http://www.cbsnews.com/news/measles-outbreak-traced-to-disneyland-continues-to

-grow/

| hope they get well soon! Let me know if you need anything.

Oswald



http://www.cbsnews.com/news/measles-outbreak-traced-to-disneyland-continues-to-grow/
http://www.cbsnews.com/news/measles-outbreak-traced-to-disneyland-continues-to-grow/
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Real World Example

Bank Hackers
Steal Millions
via Malware

http://www.nytimes.com/2015/0
2/15/world/bank-hackers-steal
-millions-via-malware.html? r
=1&referrer



http://www.nytimes.com/2015/02/15/world/bank-hackers-steal-millions-via-malware.html?_r=1&referrer
http://www.nytimes.com/2015/02/15/world/bank-hackers-steal-millions-via-malware.html?_r=1&referrer
http://www.nytimes.com/2015/02/15/world/bank-hackers-steal-millions-via-malware.html?_r=1&referrer
http://www.nytimes.com/2015/02/15/world/bank-hackers-steal-millions-via-malware.html?_r=1&referrer
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i Tips
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[E5JEx.: Research

Here is a basket to show you some examples of usage for this application.
i This basket is used to keep track of research results for a project.

Emperor Penguin

W Wikipedia article

= People
|7 fred@internet.org € ToDo:
8 |7 steeves@internet.org Fhe-table-ofcontent
|| john@internet.org J Everybody do a chapter
IM: marie@jabber.org” U we merge everything
J# spalicheck and other chacks
T The graphics
. From - g
7] i e 5 ' I propose those colors for the titles in the document:
Il 00206t
Table of Content: [ #e67800
1. Physical characteristics .
A BE AT S = The Introduction (by Fred):
o 3 Reproduction k‘ OpenOffice.org Writer
4. Conservation status L
5. Miscellaneous
6. Further reading
7. External links = o
Emperor Penguin.
John: you STOLEN the a i
Wikipedia table of content!

We will not use the same
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The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

Select Trom the menu:

1) Spear-Phishing Attack |Vegtars

?2) Website Attack Vectors

; Infectious Media Genefrat@r
Create a Payload and LEisteret
Mass Mailer Attack
Ardulno-Based Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors
Third Party Modules

HReturn back to the main menu.




The Web Attack module is a unigue way of utilizing multiple web-based attacks in order to compromise the intend
ed vLcEjm.

The Java Applet Attack method will spoof a Java Certificate and deliwer a mebtasploit based payload. Uses a custo
mized java applet created by Thomas Werth to deliver the payload.

The Metasploit Browser Exploit method will utilize select Metasploit browser expleodgts through an iframe and deli
ver a Metasploit payload.

The Credential Harvester method will utilize web cloning of a web- site that has a usarfiame and password field a
nd harvest all the information posted to the website.

The TabNabbing method will wait for a user to move to a different tab, then refresh the page to something differ
ent.

The Web-Jacking Attack method was introduced by white sheep, emgent. This méthed utilizes iframe replacements to
make the highlighted URL 1iI7K) o appeEar Lagtimates) howeVeEr witen ¢Ticked & window POPsUR then is replaced with
the malicious link. You canjed¥t gfhg Link feplacemeht settings injthajset]configiif itEhtoo slow/fast.

The Multi-Attack method will add & combindtion-ef attacks thrpugh|the webl attack menpu. \For example you can utili
ze the Java Applet, Metasploit® Browser,-Credentiat=Harvester/fabnabbirg allt=-at“orce’ fo=See whigh is successful.

l}) Java Applet Attack Method
2) Metasploit Browser Exploit Method
2) Credential Harvester Attack Method
Tabnabbing Attack Method
Web Jacking Attack Method
Multi-Attack Web Method
Full Screen Attack Method

Return to Main Menu




:~# httrack www.nytimes.com/2015/01/31/us/vaecine-critics-turn-defensiv@smme r-measles.html
WARNING! You are running this program as root!
It might be a good ldea to use the -%U optlon to chamge the userid.
Example:]r%u smith

Mirror launched on Tue, 03 Feb 2015 22:13:41 by HTTrack Website Copier/3.46+1ibhtsjava.so.2 [XR&CO'2010]
mirroring www.nytimes.com/2015/01/31/us/vaccine-critics-turn-defensive-over-measles.html with the wizard help..
* www.nytimes.com/glogin?URI=ht tp%3A%2F%2Fwww . nytimes,coms2F2015%2F01%2F31%2Fus%2Fvaccine-critics-turn-defensive
“Cwww .nytimes.com/pages/world/europe/index.html (218636 bytes) - 0K
** Finishing pending transfers.. press again “C to quit.
Oone.: www.nytimes.com/pages/buginessyene rgy=anvitTonment7thdas it mt™y 196428 hytas) /oK
Thanks for using HTTrack!
~# s
backblue.gif Desktop fade. it /hts-14g.t% [msp_root
cookies.txt Downloads htS=eathe ~tridex<Hemt=" “wk. ny trmes con
i~ cd www.nytimes.com/
:~/wwwi, nytimes.com# 1s
2015 content 1index.html pages upshot video
t~/www. nytimes.com# cd 2015
t~/wew, nytimes. com/2015# cd 01
:~/wemi, nytimes, com/2015/01# cd 31
~/we, nytimes.com/2015/01/31# cd us
1~/wewi, nytimes.com/2015/01/31/us# s
vacclne-critics-turn-defensive-over-measles2963.html
v~/www, nytimes.com/2015/01/31/us# I




Original Article
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Vaccine Critics Turn Defensive Over Measles

By JACK HEALY and MICHAEL PAULSON JAN. 30, 2015

HUNTINGTON BEACH, Calif. — Their children
have been sent home from school. Their families
are barred from birthday parties and
0 share neighborhood play dates. Online, people call
them negligent and criminal. And as officials in
14 states grapple to contain a spreading measles

Email

W Tweet

outbreak that began near here at Disneyland, the
Save parents at the heart of America’s anti-vaccine
movement are being blamed for incubating an
A More otherwise preventable public-health crisis.

Measles anxiety rippled thousands of miles
beyond its center on Friday as officials
scrambled to try to contain a wider spread of the
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Cloned Article
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The Metasploit Browser Exploit method will utilize select Metasploit browsen exploits through an iframe and deli
ver a Metasploit payload.

The Credential Harvester method will utilize web clening of a web- site that has '@ USername and password field a
nd harvest all the information posted to the website,

The TabNabbing method will wait for a user to move to a different tab, then refresh the ‘page to something differ
ent.

The Web-Jacking Attack method was introduced by white sheep, emgent. This method utilizes iframe replacements to
make the highlighted URL link to appear legitimate howewer when clicked a window pops up then is replaced with
the malicious link. You can edit the link replacement settings in the set config if its too slow/fast.

The Multi-Attack method will add & combBinatiion of attacKs through|the web) attiacK menu. Ber example you can utili
ze the Java Applet, Metasploit,BRowsen, Cradentidl Harvestér/Tabnébbingfall &t dnge to| seewhich is successful.

1) Java Applet Attack Methed
2) Metasploit Browser Expleit Methad
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method
5) Web Jacking Attack Method
Multi-Attack Web Method
Full Screen Attack Method

Return to Mailn Menu




R ——
Starting exploit windows/browser/msl4 (664 ole code execution with payload windews/meterpreter/reverse tcp
Using URL: http://0.0.0.0:8080/bhQRLpRpvI
Local IP: http://10.0.2.15:8080/bhQR1pRpvT
Server started.
Starting exploit windows/browser/msxml_get definition code_exec with payload windows/meterpreter/reverse_tcp
Using URL: http://0.0.0.0:8080/jWQfT reHH
Local IP: http://106.6.2.15:8080/jWQfTreHH
Server started.
Starting handler for windows/meterpreter/reverse tcp on port 3333
Starting handler for gemerig7shell™Tevdarsa t¢p~on part) 6666
Started reverse handlerjonf127.0.011 13333
Starting the payload handler}..
Starting handler for java/mMetarpraeterArevasse ttp on pbst) 7777
Started reverse handler'en’ }27.9+0. 116666
Started reverse handler on,127.0.G,1:7777
Starting the payload handler, .’
Starting the payleoad handler...

--- Done, found 21 exploit modules

Using URL: http://0.0.0.0:8080/
Local IP: nttp://10.0.2.15:8080/
Server started.




Resources

Ohttp://www.ic3.gov/default.aspx
© Report Phishing

O http://www.antiphishing.org
© Awareness and Education

O http://www.stopthinkconnect.org
© Awareness and Education

O http://www.consumer.ftc.gov/features/featur
e-0014-identity-theft

Oldentity Theft
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