m

SOLUTIONARY.
RELEVANT . INTELLIGENT . SECURITY

The Role of Malware Analysis
in
Incident Response



Who We Are

* Rob Kraus

— Director of Research, Solutionary Security Engineering

Research Team (SERT)
— RobKraus@Solutionary.com

— Twitter: @robkraus

* Jeremy Scott

— Research Analyst, Solutionary Security Engineering Research

Team (SERT)
— JeremyScott@Solutionary.com

— Twitter: @jeremyscott org
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Incident Response Phases
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Where Malware Analysis Fits

* Detection and analysis

* Is that the only place?

— Preparation
— Training

— Equipment

— Containment, Eradication and Recovery
— Understanding the attack

— Post-Incident Activity
— Reports

— Information sharing
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Why Malware Analysis?

- Important step in incident response
- Extent of attack and compromise

- Identify technical indicators

OOOOOOOOOOOO



Technical Indicators

* Identify possible compromise or
infection

www.badguymalwaredomain.com

MD5:5f22df6335217319439ea56e
Executive bonuses - 2012088b6173a

127.0.0.1
HKLM\Software\Microsoft\Windows\CurrentVersion\Run

GET www.malwarehost.com/secondarypayload.zip

SpoofedEmail@yourdomain.com
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http://www.malwarehost.com/secondarypayload.zip
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Basic Static Analysis

* Results in identification of simple
indicators
— File name
— MD5 hash
— File type
— Virus detection
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Basic Dynamic Analysis

- Additional indicators
— Domain names
— |P addresses
— Registry keys
— Additional files
— Download more malwar
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Advanced Static Analysis

* Take it one step further
- Additional details

pup LA

mou esi, offset afAcceptLanguage ; "Accept-Language: en—-gbyriyn'
rep mouvsd

movsh

push 11h

mouw ecx, ebx

lea esi, [ebx+42h]

call sub_483808

push eax

push esi

push 8

mouw ecx, ebx

call sub_L4838088

push eax

push aAah

mou ecx, ebx

call sub_ 4B37A5

push eax

push esi

lea eax, [ebx+18h]

push eax

push offset aHttpSDewvice S5 ; "http://%s/device %s _asp?device t=%s&key™_ __
push duword pty [ebx+24h7] ; Dest
call sprintf

add esp, Z28h

push dword ptr [ebx+98h] ; int
mouw ecx, ebx

push a : int

push duword pty [ebx+924h] ; Source
rall renuest File
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Advanced Dynamic Analysis

Another way to extract detailed
information

EA FUSH ERX

=) PUSH ESI

BH B8 FUSH 3

SBCE MOL ECH, EBX

ES ohAFASEE

EA FUSH ERR

EH BA FUSH &R

SBCE MOL ECE, EBX

ES BRAFAHEE

] FUSH ERX £her = "www.BusinessFortars. com Resource
=] FUSH ESI insr = METLM

o043 18 LEA EAX, [EBW+1A]
EA FUSH ERR tnsr = "www.Bus inessForfars. comResouroe"

g9 ACY34888 |PUSH (TunesHe, BR4E733C format = "httpesodssdevice_ns, aspidevice_t=ishlkey=ish
FFEZ 94@80@310 FUSH DWORD FTR [EBX+94] & = BEFFA0AE

ES ED37ABEE Leprintf

23Cd4 2@ AOD ESP, 26

FFES S3E8EE31 FUSH DWORD FTR [EBW+32]

SRCE MOL ECE, EBX

BF B8 FLUSH @

FFEZ 94E806310 FUSH DWORD FTR [EBW+34]

/V\
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Where to Start

 Two approaches
— Host-based




Host-based

- Malware analysis and reverse
engineering
— Starting with the suspicious files
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Network-based

* Network forensics and reverse
engineering
— Starting with logs and packet captures

/V\
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How Solutionary Uses
Technical Indicators

Patterns & Solutionary Configuration
Signatures 48 Common & Rules
Evenis
Updates

» Security Advisories » Data: Changes, Trends
» Custom Rules Y i S E RT s « Vuln. Disclosures
» Infinite Investigation & RKesponse ol 5 )I . » Whitepapers » Media: Articles, Blog

Clients = Client Updates . ” . » Speaking Sacurity
Security Engineering Research Team Comimunity
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Response Scenario

OOOOOOOOOOOO



Basic Static

et CAWINDOWS\system32\cmd. exe

C:“Documents and Settings“Solutionary UM UsersDesktopimdSsum hadfile.exe
abcdaa?lb517c8h26Pa3eB85chl8c3Be *hadf ilg cua

C:sDocuments and Settings“\Solutionary UM pFi|E Diatg Descriptiun valile

Q00000F4 Q14 fachine IMAGE_FILE MACHINE 386
Qo0a0anFE Qo5 Mumber of Sections
Q00onoFs AFAFFOB0  Time Date Stamp 2012406413 Sun 173320 UTC

O00000OFC 00000000 Pointer to Symbal Table
00000100 00000000 Mumber of Symbals

PE PED v0. 94
IMAGE FILE RELOCS STRIFPED
IMAGE FILE EXECUTABLE IMAGE
IMAGE FILE 32BIT MACHINE

Enkrypoint: QO00ALE1 EP Section:  kext 3
File Offset: 00009551 First Bytes:  ES,1E,FF,FF ﬂ

Linker Info: 9.0 Subswstern:  Winaz2 GIUI ﬂ

Mothing found [ZIP SFx] *
Multi Scan | Task Wiewer | Opkions About | Exit

W Skay an kop o | =
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Basic Dynamic

85 Process Explorer - Sysinternals: www.sysinternals.com [SOLUSER-7D3D1 7D\So... @
Help

e [ =

t Windows KP [Version 5.1.260@]

File Options Wiew Process Find Users

right 1985-2081 Microsoft Corp. H 9 =B
ents and Settings\Solutionary UM User>“c:\Program Files\Capture\CaptureB IHEES . Y| GRL| DLEEEE
—¢ —n "Desktop\fecurities offered to employees pursuant to employee hene [ sponlsy.exe 1424 Spooler SubSystem App
s.exe’ > Desktophoutput.txt [ svchost exe 1888 Generic Host Process for Wi..
iz exe 1980 Jawa(TM] Quick Starter Servi
L vtoolsd ske 198 “Mware Tooks Cors Service
WiUpgradeHel . 344 Wwiare virtual hardware up...
= b TPAutaConnS: 256 TPAutoConnect Printer Creat.
S‘TFAutoEon .| 2908 TPAutoConnect U ser &gent
[T alg.exe 2024 Application Layer Gateway 5.
[lsass exe 720 LS4 Shell (Export Wersion)
=l 1 explorer.exe 1268 “Windaows Explarer
L VMwareTray.exe 1800 Whware Took biay application
1 WMwarsUser.exe 1808 ‘ware Tooks Service
ClamTray.exe 1816 Clarrwin Antivirus
jusched exe 1836 Java(TH] Update Scheduler
cifmon.exe 1844 CTF Loadsr
= B cmd.exe |32 Windows Command Processor
BN e CaptureBAT exe 2252 Capture:
- 3 procesp.sie 1356 Sysitemals Procsss Explorer
fil Al £ Frocmon.exe 1744 Process Moritor
4 [Fhio] N = TunesHelperexe 2872
Wi (il el i) fis = P8 AcroRd32.exs 2889 Adobe Readsr

AdobeARM exe

3336

Adobe Reader and Acrobat

Campany Mame ~

Microsoft Corporation
Microsoft Corporation
Oracle Corporation
Whware, Inc

Wiware, Inc.

ThinPrint AG

ThinPrint AG

Microsoft Corporation
Microsoft Corporation
Microzoft Corparation
Wiware, Inc.

Whware, Inc

alch

Sun Microsystems, Inc.
Microsoft Corporation
Microsoft Corporation
Wictaria University of Wl
Sysinternals - v sysinter
Sysintemals - v spsinter.

Adobe Systems Incorporated

‘Adabe Systems Incorporated

EH | ABE 4D | #AK | (&4

_PU Usage: 1.54%

Time.. Process Name PID  Operation Path

<

3111 lsass.exe 720 @¥ReaOpenkey  HKLMASECURITYAPolicphSecDese
3111 "lsass.exe 720 @ RegluenValue HKLMASECURITYAPolicphSecDieschl
G111 lsasseve 720 ﬁHegEloseKey HELMASECURITYPalicytSecDesc
G111 Tlsass ene 720 @EReqClosekey  HKLMASECURITY\Policy

G111 Tlsass ene 720 @€Realperkey  HKLMASECURITY\Policy

9111 Tlsass.ene 720 @ Reqlpenkey  HKLMASECURITYAPolicyhSecDesc
3111 "lsass.exe 720 @ RegluenValue HKLMASECURITYPolicphSecDieschl
31111 “llsass.exe 720 @¥ReaClosekey  HKLMASECURITYAPolicphSecDiese
G111 " lsasseve 20 ﬁHegUpenKey HELMASECURITYPalicytSecDesc
G111 " lsass.exe 7 gﬂegﬂuaw\falue HKLMYSECURITY\PolicysSecDeschll

¥

Showing 286,743 of 455,950 events (62%)

Backed by page fls

L "BLIf ™ r=rmnux@reminu..,

Commit Charge: 50,12% Processes: 37 Physical Usage: 92.01%
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Advanced Static

mr W TTT1F LI | T
aviews [ | 5] Strings window [ Hexview-n [A]  structures El Eums #E  Imports
call sub_483860
push eax
push Bah
nouv ecx, ebx
call sub_4837A5 moy ecx, [Ehp+arg_l|]
push  eax lea eax, [eax+ecx—1]
push es1 mow ebp+uvar_ L4 eax
lea eax, [ebx+16h] L P 41, o - e
push pax mow edi, offset 5tr : ""gAncP9wledaociukzZmzrfydxtipS5lso7Fghbuhj
push offset aHttpSDevice_S_ ; “http://%s/device 9
push dword ptr [eb=+94h] ; Dest
call sprintf *
add esp, 26h lail w5 23
push dword ptr [ebx+98h] ; int
nov ecx, ebx
push a ; int loc_L4B3SHE:
push dword ptr [ebx+94h] ; Source mou eax, [ebp+arg_#a]
call request_file mou al [ebx+eax ]_
cmp eax, OFFFFFFFFh h H - SubSt
iz short loc 482918 pus es1 s >u ¥
™ push edi ; Str
Y ) mou [esi], al
Wl = call strstr
push ebp ; Dst pop ecx
push offset abevice ; “</device’” pop ecx
push offset aDevice 8 ; “<{device>" test eax, eax
mov ecx, ebx =
call cub’ 403849 j=z short Il.uc._hl]35|1[:
test al, al ;
00% (-28,1048) (£94,428) 0000LCZ7 00402827: initial callback h J
[ |
cmp eax, edi
j=z short loc 4835AC
k Yy
bl s 2 latl = 23
mou al, [eax-1]
jmp short loc_4835B2| (loc_LB3SAC:
mow eax, [ebp+arg_ A]
mowv al, [ebx+eax]
Yy :
[ |
loc_4835B2:
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Advanced Dynamic

AE4E2371) > SR4F Al MOW AL, CEDI+11

[AE4E2274) . 47 TC EPT

PAE4E237E . G40 TIET AL

[AE4E227F . YR FE

AEGEZETS) . 6H B FPUSH &

AE4E227E . B9 POP ECH

AE4E237C| . BE C47S4@Ed | HMoU B3, Turesbe. @834 37510

pE4E2221) . FE2:AS REF HMOUS OWORD PTR ES:CEDI1, DWORD PTR
AEdEzeEs . Ad Mou= BYTE PTR EF:[EDI], EYTE FTR [ESI]
AE4E2224) . &R 11 PUSE 11

AE4E22235) . BECE MOU ECH, EBX

AE4E2228 S072 42 LER EZI, [FER+42]

ARG E222E EZ FoaFaaaa
A4 E2228

AE4E2391

AR4E2E92

A4 E2294

ARG EZE36

AE4E229E

ARG EZE3C

AE4E229E

ARG EZ2AE EZ B8aFa8aE
AE4E22AE . E@

AEdEZEAE . EE

FPUSH ER®
PUSH ESI
PUSH &

MO ECH,

PUSH ERX
FUSH &R
MO ECH,

PUSH ERX {Hek

FUSH ESI CHek

AE4EZ2AT S04z 18 LER ERX, [EEx+181

AE4EZ2AA . BB PUSH ERX {Hek

HE4EZ2AE 52 ZCPE4888 | PUSH iTunesHe. 88487230 format

ARG E22EE FFEZ 24888880 PUSH DWORD PTR [EBX+94]
EZ ED37EERA

AE4E22EE 23ac4 248 AODD ESP, 2@

AR4E23EE FFEZ 2388888} PUSH DWORD PTR [EEX+95]

pE4E22Cc4) . BECE MOU ECH, EBX

ARG EZECE &H @& FUSH &

AE4E22CE FFEZ 24888880 PUSH DWORD PTR [EBX+94]

ARGEZECE EZ 1D87a8aa

sprintf

GEFFE0RE
ASCII ""Accept-Language: e=n-gb~rn"™

"Www. BusinessForMars . consResource"
oL

"WwWW. BusinessForMars. consResource""

= "http:ssHsrdevice_Xs.aspTdevice_t=Hsikey=xshdevice_ id=Hshouw=xs""

£ = BEF7EDAR

ARG EEEAS=< JMP. &MSUCRS8. sprintf >

ddr Hern dump I

AEGAYEEE| FB FF 48 Z2E 3F 41 E&| 43 423 40 £9|=a@...... THUCHM i

AE4E9818| 6E &9 41 F8 YF 40 80|88 08 @8 86 n iAspERE. =4k

AR4E9E2E| 2E 3F 41 EE &9 E6E £5| 74 48 4@ 0@ . PAUCHW ininet@E,
C8 77 48 00| CC 77 40 08 “wE,—wE, SWE, [fud,

/V\
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How Do You Eat an Elephant?
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Questions?
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