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The Role of Malware Analysis 
in

Incident Response



Who We Are

• Rob Kraus
– Director of Research, Solutionary Security Engineering 

Research Team (SERT)
– RobKraus@Solutionary.com

– Twitter: @robkraus

• Jeremy Scott
– Research Analyst, Solutionary Security Engineering Research 

Team (SERT)
– JeremyScott@Solutionary.com

– Twitter: @jeremyscott_org
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Where Malware Analysis Fits

• Detection and analysis

• Is that the only place?
– Preparation
– Training

– Equipment

– Containment, Eradication and Recovery
– Understanding the attack

– Post-Incident Activity
– Reports

– Information sharing
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Why Malware Analysis?

• Important step in incident response

• Extent of attack and compromise

• Identify technical indicators
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Technical Indicators

• Identify possible compromise or 
infection

6

www.badguymalwaredomain.com

127.0.0.1
Executive bonuses – 2012.pdf

SpoofedEmail@yourdomain.com

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

MD5:5f22df6335217319439ea56e
056b617a

GET www.malwarehost.com/secondarypayload.zip

http://www.malwarehost.com/secondarypayload.zip


Malware Analysis

• Static analysis
– Basic
– Advanced

• Dynamic analysis
– Basic
– Advanced
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Basic Static Analysis

• Results in identification of simple 
indicators
– File name
– MD5 hash
– File type
– Virus detection
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Basic Dynamic Analysis

• Additional indicators
– Domain names
– IP addresses
– Registry keys
– Additional files
– Download more malware
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Advanced Static Analysis

• Take it one step further
• Additional details
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Advanced Dynamic Analysis

• Another way to extract detailed 
information
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Where to Start

• Two approaches
– Host-based
– Network-based
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Host-based

• Malware analysis and reverse 
engineering
– Starting with the suspicious files
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Network-based

• Network forensics and reverse 
engineering
– Starting with logs and packet captures
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How Solutionary Uses 
Technical Indicators
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Response Scenario
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Basic Static
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Basic Dynamic
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Advanced Static
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Advanced Dynamic
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• Click to edit Master text styles
– Second level
– Third level

• Fourth level
– Fifth level



How Do You Eat an Elephant?
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Questions?
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