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user Account Controlj_.__‘

in Windows Vista
UAC Under the Covers
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Addressing the ISSUEes

e Assumed admin rights: e
e Occasional need for admin rights

= Local Security Policy
File  Action View Help

A s —
oy 7 E O
o

| Policy Security Setting

i AccountPalicies . Back up files and directories Administrators,Backup Operators

W bocal Policies | Bypass traverse checking Everyone,LOCAL SERVICE,NETWORK SE...

a Audit Policy
4 User Rights Assignment
4 Security Options

.. Change the system time LOCAL SERVICE,Administrators
i Change the time zone LOCAL SERVICE Administrators,Users
Create a pagefile Administrators

Create a talken nhisct




Additional User: Settings

WEP |

Create VPN connectlons |

Change power management settlngs
Install critical Windows updates

Group Policy settings may. enable
Standard users to:

> Install IT-approved printers or devices

> Install ActiveX controls from
administrator-approved sites




Virtualization

e Been around since WindOws 20/0)0)

e Configured manually V|aAppI|cat|on
Compatibility Toolkit:

e Happens automatically for “Iegacy”
apps on Windows Vista



Legacy. APpPS

32-bit app : :
Not running with admin rights
No Vista manifest ' '

o Embedded
o Separate *.manifest file
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Manitest

<?xml version="1.0" encoding="UTF-8" standa1one="yes"7> ,

<!--"Copyright (c) Microsoft Corporation -->
<assembly xmlns="urn:schemas-microsoft-com:asm. vl" man1festVers1on—"1 0">
<assemblyIdentity

version="5.1.0.0"
processorArchitecture="x86"
name="Microsoft.windows.FileSystem.CMD"
type="win32"

/>

<description>Windows Command Processor</description>

<trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">
<security>
<requestedPrivileges> level="requireAdministrator"
<requestedeExecutionLevel
Tevel="asInvoker" <
uiAccess="false"
/> level="highestAvailable"
</requestedPrivileges>
</security>
</trustInfo>
</assembly>

mt.exe sigcheck —m filename



File Virtualization

%Programkiles%
YoProgrambData%o
%SystemRo0t%

NOT virtualized: exe bat scr vbs

Add additional extensions
HKLM\System\CurrentControlSet\Services\LuafviPar
ameters\ExcludeExtensionsAdd

e \Users\<user>\AppData‘'lLocal
\VirtualStore
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,:":?‘_',User Mode
| .K,_ernel Mode

SO EIVISYS:

Write to\Usersi<tiser>
\AppDatalocall Write'to
VirtualStorewWindows \ApPpPINI
S \App:int




File Virtualization

’/ L« . AppData » Local » VirtualStore » Windows »
oy | - -

‘ Organize v

Favorite Links Name ’ Date modified Type
1) System32 3/1/2008 2:54 PM File Folder

& My Site »
| | test 3/1/2008 3:02 PM Text Document

EJ Documents
E‘ Pictures

More »

Folders

. Local
. Adobe
.. ApplicationHistory
. assembly
, CutePDF Writer
) Lenovo
) Microsoft
. Microsoft Games
. Microsoft Help
. Temp
. Unicorn
. VirtualStore
.. Program Files
.. Windows

| LocalLow

’ 2 items




BN Command Prompt

VIRTUALIZATION DISABLED B

C:\Windows>echo hello > test.txt

Access 1is denied.
VIRTUALIZATION ENABLED

C:\Windows>echo hello > test.txt

C:\Windows>dir test.txt
Volume in drive C is 0S
Volume Serial Number 1i1s BC42-D427

Directory of C:\Windows

03/01/2008 03:02 PM 8 test.txt

1 File(s) 8 bytes

0 Dir(s) 48,717,230,080 bytes free
VIRTUALIZATION DISABLED

C:\Windows>dir test.txt

vVolume 1in drive C is 0S

Volume Serial Number 1is BC42-D427

Directory of C:\Windows

File Not Found

C:\Windows>dir %localappdata¥%\virtualstore\windows

Volume 1in drive C is 0S

Volume Serial Number 1is BC42-D427

Directory of C:\Users\bobmccoy\AppData\Local\virtualstore\windows

03/01/2008 02:55 PM <DIR> -
03/01/2008 02:55 PM <DIR>

03/01/2008 02:54 PM <DIR> System32
03/01/2008 03:02 PM 8 test.txt
1 File(s) 8 bytes

3 Dir(s) 48,717,426,688 bytes free

C:\Windows>




Registry Virtualization

Virtualize most of the HKLI\/I\Software
branch

Exce

O

O

O

-

K
K

K

ntions:

_M\Software\Microsoft\Windows
_ M\Software\Microsoft\Windows NT

_M\Software\Classes

HK CU\Software\Classes\VirtualStore



Elevation

e Granting a process admin.rights
e Admin Approval Moede (AAM)

> Administrators run as standard users

> [Two identities at login — standard and
admin

> Simple “Continue” — consent elevation

e Over the Shoulder (OTS)

> Enter alternative admin credentials
e \Whoami /groups



\/ista Admin Groups

Built-In-Administrators
Certificate Administrators
Domain Administrators
Enterprise Administrators
Policy Administrators
Schema Administrators
Domain Controllers

Enterprise Read-Only Domain
Controllers

Read-Only Domain Controllers
Account Operators

BackUp Operators
Cryptographic Operators
Network Configuration

~Operators:

Print ©perators
System Operators
RAS Servers
Power-users

Pre-Windows 2000:Compatible
ACCESS
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http://technet.microsoft.com/en-us/magazine/cc138019.aspx
http://technet.microsoft.com/en-us/magazine/cc138019.aspx
http://technet.microsoft.com/en-us/magazine/cc138019.aspx
http://msdn.microsoft.com/en-us/library/aa375649.aspx
http://msdn.microsoft.com/en-us/library/aa375649.aspx
http://msdn.microsoft.com/en-us/library/aa375649.aspx
http://www.microsoft.com/downloads/details.aspx?familyid=3E89879D-6C0B-4F92-96C4-1016C187D429&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=3E89879D-6C0B-4F92-96C4-1016C187D429&displaylang=en
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http://www.microsoft.com/downloads/details.aspx?familyid=3E89879D-6C0B-4F92-96C4-1016C187D429&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=3E89879D-6C0B-4F92-96C4-1016C187D429&displaylang=en
http://technet.microsoft.com/windowsvista/aa905066.aspx
http://blogs.msdn.com/aaron_margosis/archive/2006/08/07/LuaBuglight.aspx
http://blogs.msdn.com/aaron_margosis/archive/2006/08/07/LuaBuglight.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx
http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx
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http://technet.microsoft.com/en-us/sysinternals/bb897441.aspx
http://technet.microsoft.com/en-us/sysinternals/bb897441.aspx
http://technet.microsoft.com/en-us/sysinternals/bb897441.aspx
http://technet.microsoft.com/en-us/library/cc709628.aspx
http://technet.microsoft.com/en-us/library/cc709628.aspx
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http://technet.microsoft.com/en-us/windows/aa905062.aspx
http://technet.microsoft.com/en-us/windows/aa905062.aspx
http://technet.microsoft.com/en-us/windows/aa905062.aspx
http://technet.microsoft.com/en-us/library/cc709691.aspx
http://technet.microsoft.com/en-us/library/cc709691.aspx
http://technet.microsoft.com/en-us/library/cc709691.aspx

“The reason we put UAC into the
platform was to annoy users. I'm
serious," said Cross.

“We needed to change the
ecosystem, and we needed a heavy
hammer to do it," Cross said.

“Microsoft Exec: UAC Designed To
‘Annoy Users*”

By Kevin McLaughlin, ChannelWeb
April 10, 2008
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